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Remote access agreement

This agreement is between
[Name of the enterprise]
Org. no.: 000 000 000
Customer
and
[Name of the enterprise]
Org. no.: 000 000 000
Supplier

The agreement on remote access is entered into because the supplier needs access to systems or infrastructure in Helse Midt-Norge to fulfil its obligations under the following agreement
	Title of service/assignment agreement 
	Date of service/assignment agreement 
	Case reference for service/assignment agreement 

	Insert
	Insert 
	Insert 


 
 
The data processing agreement has been signed in two copies, one to each of the parties. 

Place and date: 

[Place], xx.xx.20xx 
 
	Customer 
	Supplier

	Name: Insert 
	Name: Insert 

	Signature:  
____________________________________ 
	Signature:  
_______________________________________ 





1. Purpose
This agreement regulates the supplier's access to systems or infrastructure in Helse Midt-Norge. The agreement establishes the responsibility and authority between the parties. The agreement shall ensure that the supplier's access in Helse Midt-Norge is carried out in a proper and secure manner.

2. Description of the access
Give a description of how the remote access.
[Add description]




3. The supplier’s obligations
3.1 Changes regarding the access
The supplier is obliged to notify the customer of the need for changes. The supplier shall not make changes without prior approval and agreement with the customer. This includes, but is not limited to, changes in relation to personnel who are to have access, technical and physical security, changes in infrastructure and organisational changes. If the supplier makes changes without prior agreement, it is considered a breach of contract.

The supplier is obliged to report any changes that may affect the security in connection with the supplier's delivery to the customer.

In the event of a breach of contract or irregularities in the use of the access, the customer may close the access to the supplier without notice and make a new assessment of the contractual relationship.

3.2 Confidentiality
The supplier is obliged to ensure that all employees who are to have access to use remote access or who otherwise have access to data belonging to the customer, have signed a confidentiality statement in which they undertake to treat all data confidentially. If the supplier does not have a confidentiality statement, the customer's template can be used.

The confidentiality statement must be presented upon request from the customer.

The supplier undertakes to treat the customer's data confidentially. The supplier undertakes to only make the customer's data available to personnel who have a service need for information.

3.3 Information security management system 
The supplier is obliged to have a management system for information security and privacy. The supplier is obliged to have procedures and guidelines for:
· Risk assessment
· Training of employees on information security and privacy
· Authorisation and authentication of personnel
· Measures against breaches of confidentiality, integrity and availability
· Measures against intrusion, destructive software, viruses, worms, cyberattacks, etc.
· Internal control for information security and privacy
Upon request from the customer, the routines must be documented.

3.4 Access control
Access to the customer's information system shall only be made where there is a service need. The access shall be adapted to the service need and terminated when there is no longer a service need for access.

Access to the customer's information systems is personal. The supplier is obliged to ensure secure login to equipment used to connect to the customer's information systems via remote access.

The supplier shall ensure that no one other than those who are approved users of the remote access solution against the customer have access to login information such as username, password, password token, etc.

The supplier is responsible for keeping the customer updated on changes in employment conditions that affect the need for access, including in particular whether the person no longer needs access due to leave, long-term absence, new position or has left the position that had the need for access.

3.5 Endpoint security
The supplier is obliged to ensure that ICT equipment used for remote access is endpoint secured and continuously security upgraded.

3.6 Storage
The supplier shall not transfer data from Helse Midt-Norge's infrastructure or equipment without prior agreement with the customer. The customer's data shall not be stored on the supplier's equipment without prior approval from the customer.

Data files shall only be stored on equipment at the supplier that has installed the necessary technical measures to prevent unauthorised persons from accessing personal data and other data.

The supplier undertakes to keep the customer's data logically separate from data belonging to its other customers.

The customer's representatives shall not be given access to more than they are authorised for. Data that is not necessary shall be destroyed.

Data files that are transferred shall be scanned for malware in both directions of transfer. All data shall be encrypted during transport and storage.

3.7 Sub-contractor
If the supplier uses a subcontractor to assist in the delivery to the customer, this must be agreed in advance with the customer.

3.8 Access outside of Norway
The supplier is obliged to ensure that none of its representatives use remote access outside Norway without prior explicit approval from the customer.

3.9 Power of attorney
If there is no documented power of attorney regulation/register or similar for the supplier or enterprise, the person signing the agreement must have a valid power of attorney in accordance with the Act on Power of Attorney Prokuraloven]. This is to ensure the validity of the contract in the event of a dispute.

3.10 Logging (this may be deleted if the customer is responsible for the logging)
The supplier shall ensure adequate logging of its representatives' use of the access. The logging shall ensure that it is possible to detect and resolve breaches of security.

If a security breach or suspicion of a security breach occurs where there is a need for a review of the logs, the supplier shall assist the customer with this. Upon request, the supplier shall also present its procedures for logging.


4. The customer’s obligation
The customer shall ensure that the solution for remote access is available to the supplier to the extent necessary for the supplier to fulfil its obligations to the customer.

The customer undertakes to maintain confidentiality in relation to information it receives about the supplier in connection with this agreement. Only employees with a service need can receive such information. However, this does not apply if the customer is legally obliged to share the information.

The customer undertakes to ensure that personnel who have access to information about the supplier have committed themselves to secrecy through a confidentiality statement.

The customer and the supplier shall at least annually carry out a revision of the agreement and review any incidents and deviations. If revisions are not carried out within the deadline, access may be blocked.

5. Governing law, disputes and venue 
The agreement is governed by Norwegian law. Disputes are resolved in accordance with the service/assignment agreement's provisions, including any provisions on venue.


Appendix 1: access and contact details
[Version no. XX, date/month/year]

Contact details
Notifications, notices or other communication between the Data Controller and the Data Processor shall be given in writing, or confirmed in writing to:
	Customer 
	Supplier 

	[Insert customer’s name]
[Adress]
	[Insert supplier’s name]
[Adress]

	Name:
Role:
E-mail:
Phone number: 
	Name:
Role:
E-mail:
Phone number:



Who will be given access?
The table shall list the personnel who are to have access. This appendix must be updated when changes are made to the access.
	Name
	Access from
	Access terminated 

	[Insert name]
	[xx.xx.20xx]
	[xx.xx.20xx to be filled out when the access is terminated]
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Intern

Intern

image1.png
o
HELSE 0:0 MIDT-NORGE




